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HTTP/1.1 200 OK

Date: Sun, ©1 Apr 2012 12:60:00 GMT

Set-Cookie: JSESSIONID=@C3FE1B62DSB5ASDESAQG6ESDSC23F6F9
(BUF, A1)

1 EREEAERBLELZOOS M VREEZRD HTTP LARR



GET /mypage/progA?PID=xx&QTY=yy"><script>alert("script")</script> HTTP/1.1
Host: www.a-sha.co.jp
Cookie: JSESSIONID=BC3FE1B62D5BSASDESA@GESDSC23F6F9
Referer: http://www.a-sha.co.jp/prog@
(LAF, HB8)
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HTTP/1.1 268 OK
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<form name="form" method="post" action="/mypage/progB">
<table>
<tr>
<th>® & ID</th>
<td><input type="text" name="PID" value="xx" ></td>
<th>{@#</th>
<td>
<input type="text" name="QTY" value="yy"><script>alert("script")</script>">
</td>
</tr>
</table>
(ELF, HBg)
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@1: import java.io.*;

02: import java.util.*;

@3: import javax.servlet.*;

@4: import javax.servlet.http.*;

@e5:

@6: public class SearchWord extends HttpServlet {

a7: public void doGet(HttpServletRequest request, HttpServletResponse response)
e8: throws IOException, ServletException {

e9:

10: response.setContentType("text/html;charset=UTF-8");
11: PrintWriter out = response.getWriter();

12:

13: String word = request.getParameter("word");

14: String category = request.getParameter(“"category");
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out.println("<!DOCTYPE HTML PUBLIC \"-//W3C//DTD HTML4.81 Transitional//EN\">");
out.println("<html>");
out.println("<head>");
out.println("<meta http-equiv=\"Content-Type\" content=\"text/html; charset= utf

"8\">“)j

out.println("<title>Search</title>");

out.println("</head>");

out.println("<body>");

out.printIn("<h3>Search</h3>");

out.println("<form action=\"searchWord\" method=\"GET\">");
out.println("word<br>");

out.println("<input type=\"text\" size=\"18\" name=\"word\">");
out.println("<br>");

out.println("category(option)<br>");

out.println("<input type=\"text\" size=\"10\" name=\"category\">");
out.println("<br>");

out.println("<input type=\"submit\">");

out.println("</form>");

out.println("<br>");
out.println("- - results - - category: " + escape(category) + "<br>");

out.println("<a name=\"#\" onclick= \"alert('" + escape(word) + "')\">");
out.println("Previous search word" );
out.println(“</a>");

if (word != null) {
searchResult(out, word, category);
}
out.println("</body>");
out.println("</html>");
}

public void doPost(HttpServletRequest request, HttpServletResponse response)
throws IOException, ServletException {
doGet(request, response);

}

private static String escape(String message) {
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private void searchResult(PrintWriter out, String word, String category) {
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private static String escape2(String message) {
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